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Abstract

The technological progress in today's web not only fosters a booming Web industry, but also
provides new opportunities to criminals who are industrializing their dark business. This talk will
review popular attack vectors in web space and present several new detection mechanisms. First, an
attack against vulnerable websites will be presented, in which the adversary compromises
vulnerable sites and injects redirection scripts that bring visitors to malicious sites. Our study shows
that attackers blindly inject their malicious payloads into various web contents, including copies of
popular open-source libraries. By comparing those libraries’ original copies and compromised ones,
we built a new technique capable of extracting malicious content in a large scale. Second, we
examine the attacks against enterprise network. In particular, the emerging Advanced Persistent
Threat (APT) will be described and we propose a new detection mechanism based on belief
propagation algorithm which is able to identify the compromised hosts and malicious sites involved.
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